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We're an IT services company that has worked 
with a lot of nonprofits over the years like 
schools and community organizations. You 
might think that nonprofits keep their IT costs 
pretty close to bone, but tend to find at least a 
few cost-saving opportunities at every new 
client we work with. These are some of the top 
opportunities we recommend.

1) Nonprofit pricing discounts

2) Refurbished hardware

3) SaaS

4) Review phone and internet bills

5) Review IT services costs

6) Free assessments 

7) Low-cost security measures



Take advantage 
of nonprofit 
pricing discounts
Lots of software developers offer non-
profits pretty significant discounts 
on licensing and subscriptions, 
including Microsoft, Adobe, Google, 
and many others. If it isn't clear from 
their websites, try searching in Google 
for "[software name] nonprofit 
pricing". You can also check 
TechSoup, where a lot of these 
discounts are listed.

Consider buying 
hardware 
refurbished
Certified refurbished hardware can 
be a good deal, especially with 
items like desktops and laptops. 
These items have been restored to 
factory-issued conditions by the 
original vendor and are for all 
intents and purposes as good as 
new. They often come with 
warranties. Most importantly, 
refurbished PCs are often $100-
$200 cheaper than brand-new 
ones.

We don't recommend buying used 
hardware from second-hand sites 
like eBay. These items are often 
sold without warranties and can 
introduce security problems into 
your organization.
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Software as a Service (SaaS) is 
paid, web-based software. Well-
known examples include:
• Asana
• Salesforce
• HubSpot
• Microsoft Office Suite
• Gmail
• Google Workspaces/Apps
• Blackbaud applications

The alternative to SaaS is to install 
and maintain software on your 
own servers, or install software 
directly onto user workstations / 
devices. In many cases, SaaS is 
less expensive than installing an 
application yourself on local 
hardware, especially if you factor 
in the cost of managing and 
maintaining the infrastructure. 
Other advantages of SaaS include 
quicker deployment, native multi-

location and multi-device support, 
instant access to the latest 
versions and features, and easier 
and better security, compliance, 
backups, and availability. 

In some cases SaaS isn't an 
option. You may have an 
application that can only be 
installed on local servers and 
workstations. Or regulations may 
require you to store data at your 
office only. Or you may want 
greater control over applications 
that a SaaS company offers -
many SaaS companies give you 
limited options in how you can 
back up your data, for example.

Also, keep an eye out for price 
hikes and lock-in.
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Review your phone 
and internet bills
Phone and internet service might be
something you overlook when looking for
areas to save money. They're services you
can't do without, and depending on your area
you may have limited to no alternative
options. But it can't hurt to look.

For one thing, you may have newer or better
options than you think. If you're still using a
landline, be sure to look into Voice over
Internet Protocol (VoIP) services, which can
give you more features (including call menus,
call forwarding, and voicemail-to-email) for
the same or less cost. Even options for
internet in your area may have changed
without you realizing it, with many ISPs now
offering ultra-high-speed fiber internet, and
5G internet starting to emerge as an option.

Reach out to different phone providers, VoIP
companies, and ISPs serving your area to get
a quote. Make sure to read the fine print
closely on any deals they offer you.

An IT company like XO can help with this.
We’ve dealt with many phone and internet
providers for a lot of different clients in a lot of
different areas. We can tell you right away
whether you're getting a good or bad deal.

Review your IT 
services costs
Review what you're currently paying for IT
services, whether you have an internal IT
team or a contract with an MSP/IT services
company. Consider both direct and indirect
costs if you can - salaries, charges, and the
cost of resolving preventable security
breaches and other problems.

Are you getting enough value for what
you're paying? It may be tough for a non-
technical person to answer this question. On
one hand, you may think you're paying an IT
person for a lot of work, when in fact most of
what they claim to do is fully-automated.

On the other hand, some people can
overlook a lot of the preventive maintenance
that happens in the background. They might
say to themselves, "We barely use our tech
support and we haven't had a cyber security
problem in years, what are we paying these IT
people for?" when their IT team is actually
doing a great job in the background
proactively maintaining their IT.

If you're not very technical, consider asking a
technical friend or colleague to review your IT
services costs and work logs. Or asking for an
assessment from multiple other IT services
providers/MSPs like XO.
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Take advantage of 
free assessments 
Many managed services providers,
including XO, offer free assessments, where
we're happy to discuss:

• What you're currently paying for your IT
• The overall state of your IT - your key

applications, how many endpoints and
servers you have, what you like about
your current IT, what you don't like

• What you can do to improve your IT at a
high level

These assessments aren't full audits or
consultations. They're not going to go into
every nook and cranny of your IT. But
they're genuinely free, take only 30 minutes
to an hour of your time, and can provide
you with valuable high-level insights that
can save you a lot of money in the long
run, even if you don't end up working with
the provider.

For example, a high-level discussion may
reveal that:

• You back up your data but don't validate
that your backups actually work,
something you should be checking on a
regular basis

• You're using an outdated version of
Windows or Windows Server, which puts
you at high risk of a security breach

• You don't realize that you're in violation
of regulations such as PCI DSS or HIPAA

• You're using an outdated on-premises
application that has a much better and
less expensive SaaS alternative

• You don't have a network-level firewall
protecting your business, and you
definitely should
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Prevent costly security breaches with 
a few low-cost measures

User training

The #1 way hackers break into networks is when people open email 
attachments, click on links, and go to websites they shouldn't. You don't 
have to pay for all your employees to get masters’ degrees in 
Information Security to prevent this. You don't have to pay anything, in 
fact, though you may want to consider investing in a little outside security 
training.

There are plenty of resources online, including on the XO blog, that can 
help users to follow data security best practices and spot dangerous 
emails and common social engineering tactics. Simply send resources like 
these to your managers and employees every now and then, following up 
to make sure they understood and are putting that advice into practice.

A basic security training resource should include:

• How to spot phishing emails
• How to choose and remember a strong password
• Physical security - logging out when walking away from your PC in 

public, covering your screen when typing in passwords in public
• Never sharing accounts
• Never using default usernames and passwords
• What to do if you think your device has been hacked
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One of the most common forms of cyber crime is when someone sends an 
email pretending to be someone at your company, usually to get you to 
open a malicious attachment or link, share your login credentials, send 
payment and banking info, or buy gift cards on their behalf. It works for 
several reasons:

• Company employees, titles, and email addresses are easy to find on the 
web, or if not can be guessed at with decent success

• Anyone can put anything they want in the "From" field of an email, and 
people often don't check the from email address itself. For example, a 
SpaceX employee might get an email from "Elon Musk" but the email 
address is actually something like "scammer1234567@gmail.com".

• If the email is sent from an executive or someone within a large 
company, the person receiving it might follow through with the fake 
request to avoid keeping them waiting or seeming insubordinate, or 
they may not even know the person well enough to contact them in any 
way aside from replying to the fake email

• Even if a person knows to check the "From" email address, there are 
ways of "spoofing" email addresses so an email address appears genuine

SPF/DKIM/DMARC and external tagging are cost-effective ways to 
prevent these scam attempts. They prevent anyone from being able to 
"spoof" your company email addresses, and tag all emails not from your 
own company as "external" in some way, so your employees know to be 
suspicious of certain emails that seem to come from an internal source.

SPF/DKIM/DMARC and external tagging

If you're not familiar, multi-factor authentication (MFA) is when you have 
to put in some form of authentication aside from a password to access 
an account. You may have used it before to access an email account or log 
in to see your banking info online. 

Many SaaS applications and suites such as Microsoft 365/Office 365 include 
MFA for little to no additional cost, and it's easy to set up.

MFA



About XO

XO, short for XOverture, is an IT and security services provider
headquartered in Los Angeles, CA, supporting businesses throughout the
US and Canada. We specialize in serving organizations that are highly-
regulated and value-conscious or that have high operational continuity
requirements, including nonprofits, manufacturers, and retailers.

Our mission is to help our clients love their tech again with smooth service,
simple and fair pricing, and leading-edge IT that just works. We’ve been
proud to have been recognized for our work in publications such as the
Los Angeles Times, PCMag, Wired, CRN, MSPMentor, and the Los Angeles
Business Journal.

Request a free assessment from XO today:

www.xoverture.com

support@xoverture.com

(866) 808-9901

http://www.xoverture.com/
mailto:support@xoverture.com
tel:8668089901

